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Aldahmani, A., Ouni, B., Lestable, T., & Debbah, M. (2023). Cyber-security of embedded IoTs in smart homes: Challenges, requirements, countermeasures, and trends. IEEE Open Journal of Vehicular Technology, 4, 281-292.10.1109/OJVT.2023.3234069
	This paper analyzes the smart home architecture and classifies the key vulnerabilities on the perception, network, transport, and application layers. The authors summarize some of the most relevant findings on attack vectors in the form of Man-in-the-Middle and Distributed Denial of Service (DDoS) attacks and suggest their implementation strategies, like EdgeAI, Next-Generation Firewalls (NGFW), and isolated IoT Wi-Fi networks. The theoretical basis of the study is a four-layered cybersecurity-oriented architecture, which provides an analytical basis for the study. One of the gaps that are distinguished in the literature is that low-power IoT devices do not support conventional host-based protection, which requires the development of lightweight and robust security frameworks in the future. The source directly refers to the discussion of cyber security in smart homes by presenting the basic architecture of these systems and outlining the specific countermeasures against the key network threats.
Alshamsi, O., Shaalan, K., & Butt, U. (2024). Towards Securing Smart Homes: A Systematic Literature Review of Malware Detection Techniques and Recommended Prevention Approach. Information, 15(10), 631. https://doi.org/10.3390/info15100631
	The paper examines machine learning (ML) techniques used in identifying smart home malware using a systematic literature review. Among other implications, it is important to note that although deep learning and ensemble ML techniques are extremely promising in detecting such threats as DDoS and botnets, the weakest point is the human user. The theoretical framework applies an adversarial threat model and fishbone analysis of causes of malware proliferation. The authors establish clear gaps in the literature, such as the fact that the existing ML methods are limited by the lack of training data, are overly concerned with detection rather than prevention, and fail to recognize user-friendly authentication platforms. This systematic review is very relevant to smart home cyber security, as it specifically addresses the effectiveness of machine learning in detecting malware in such environments

Kumari, N. S., Vimala, H. S., Pruthvi, C. N., & Shreyas, J. (2024). Holistic survey on security in iot application layer: Attacks, protocols, and applications. IEEE Access, 12, 186957-187014.10.1109/ACCESS.2024.3462170 
	This holistic survey methodically assesses security within the IoT application layer and classifies vulnerabilities according to domains such as smart homes and healthcare. The theoretical basis of the study is to map the message-passing (e.g., MQTT) and service discovery (e.g., CoAP) protocols onto the active and passive attack vectors. One of the main observations is that the security of application layers is acutely undermined by constrained devices and heterogeneous network settings. The authors point to a gap in the literature on standardized security practices, and they believe that future studies should focus on edge computing security, blockchain implementation, and anomaly detection based on machine learning to secure these various endpoints. The mapping of application-layer protocols to particular attack vectors is the direct input of this survey to the analysis of the assignment on the way smart home communication channels can be secured.
Nemec Zlatolas, L., Feher, N., & Hölbl, M. (2022). Security Perception of IoT Devices in Smart Homes. Journal of Cybersecurity and Privacy, 2(1), 65-73. https://doi.org/10.3390/jcp2010005
	This paper explores the perception of smart home device security among users. The authors discovered that although users are not often unaware of the vulnerability of their devices, or risks of data breaches, they have a paradoxical tendency to make sure the security settings are regularly checked or updated. This study has a theoretical foundation based on behavioral risk perception models, where the disconnection between the security awareness and application is done through multiple linear regression. Nevertheless, the authors mention that there is a literature gap in terms of the generalizability of their convenience sampling, and that future studies should be based on bigger and more representative data, including measurement scales explicitly designed to address the IoT users.This study plays a significant role in the research topic of cyber security in smart homes since it brings the human factor in consideration, the way users behave and perceive the system will have an overall impact on the vulnerability of the system.
  
Peterson, E., & Mujeye, S. (2025, January). Addressing iot vulnerabilities in smart homes. In Proceedings of the 2025 8th International Conference on Software Engineering and Information Management (pp. 116-121). https://doi.org/10.1145/3725899.3725918 
	The aim of this research is to evaluate the vulnerability of smart home IoT devices to cyberattacks through a survey of user awareness and behavior. The most important conclusion is that there is a severe lack of awareness in relation to knowledge and action: 76% of the respondents are aware of the IoT security threats, but only 24% of them regularly update the firmware. The study defines its theoretical foundation by analyzing user-centric configuration vulnerabilities and the heterogeneity of the IoT architecture. The authors fill the literature gaps by highlighting the advantages of automated patch creation and AI-driven vulnerability detection deployed to centralized smart hubs to overcome the processing limitations of individual IoT devices. This paper directly relates to the primary theme of cyber security in smart homes because it determines the gap between consumer awareness and the practical security habits, which is necessary in developing holistic defense strategies. 
Rahman, M. M., Bouhafs, F., & den Hartog, F. (2025). A survey on the effectiveness of existing smart home cyber attacks detection solution: A broadband service providers’ perspective. IEEE Open Journal of the Communications Society.10.1109/OJCOMS.2025.3563270
	This paper will explore smart home cyberattack detection on the perspective of a Broadband Service Provider (BSP). Results have shown that machine learning models that do well in lab testbeds suffer drastic losses in practice. In theory, the analysis shifts its device-centric analysis towards a network-centric analysis via layer-2 topology discovery. To fill a critical gap in the literature, the authors highlight the need to have standardized threat models and scalable datasets that capture real, heterogeneous networks. This gives a good background on the issues that service providers have in securing residential networks.
Soni, S., & Singh, A. (2025). A hybrid blockchain and smart contract framework for resilient IoT security in smart homes. Frontiers in Blockchain, 8, 1707911.DOI 10.3389/fbloc.2025.170791 
	This paper proposes a non-centralized, multi-layered security system to overcome the problem of latency and single point of failure inherent in smart homes. It uses a consortium blockchain, group-based Zero-Knowledge Proofs (ZKPs), and off-chain machine learning to reduce costs 90 times, and to create secure sessions in three seconds. Theoretically based on blockchain trust and AI-adaptive cryptography, the authors know that there is a literature gap in the research on post-quantum vulnerabilities. This article contributes to smart home cybersecurity by providing decentralized solutions to the standard risks.
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